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NUM-App Mobile Back End

Main Repository | Back End Documentation

Welcome

This repository provides the source code for the mobile back end of the Compass NUM-App Project. This project
provides a set of open source components meant for the digital conduct of questionnaire based studies. The mobile
back end itself is a part of COMPASS (Coordination On Mobile Pandemic Apps best practice and Solution Sharing).

The mobile back end provides study data for the NUM-App in form of FHIR Questionnaires. It also stores the study
data that is uploaded from the mobile app. Additionally it makes the collected data accessible for other parties.

Development

Local Setup

* Make sure you have a recent version (LTS recommended) of Node.js installed and run the following commands
to download and prepare this repository:

git clone https://github.com/NUMde/compass-numapp-backend.git
npm install

* In case you use VSCode as your editor, install the recommended extensions

Run the back end locally

Create .env file

Some configuration values need to be present as environment variables during runtime. The application loads a file
with the name .env during startup, if it is present.

To get started copy the file .env.sample to .env and add your values.

Generating RSA key pair
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Code Structure ot

assets e Resource files need during runtime
Co nflg e Classes with configuration from environment or defaults
Controllers e Classes for the REST API
Models e Database access classes
Server e Technical functions (e.g. Express config)
Services e Classes with cross cutting functions (e.g. logging)

Types e Interfaces with type definitions
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Husky - Modern native git hooks made easy
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Signing (C200 - Mobile Frontend)

—1. Encrypt documents—»

[ S

Unencrypted questionnaire Public Cert Encrypted questionnaire
response document without (Recipient) response document with
signature signature

Signing (C100 - Mobile Backend)

——2. Sign documents—»
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Decryption and verification (C110 - Questionnaire Response Downloader)
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Updating the User (serxver side) .

This graph displays how the backend determines what questionnaire the user will receive next.

@ Questionnaire 1, Starting Point, will be sent out once per user
@ Questionnaire 2, default, 7 days interval
N
@ Questionnaire 3, after hitting a Trigger, 2 days interval
T
Y R
Questionnaire 4, after sending out a report, 2 days interval at 5 iterations R
A
. . ; . T N
N Neutral (no Trigger activated, next questionnaire: 2) N
(after 5 iterations)
T Trigger (trigger was activated, next questionnaire: 3)
R Report (report was sent out, next questionnaire: 4; for 5 iterations, after that: reassessment) Y .‘
4 -

Y
o A

(after 5 iterations) (after 5 iterations)
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ER Model

FR studyuser

ARS study_id NOT NULL

#) last_action

ABC current_questionnaire_id
@) start_date

# due_date

ABC current_instance_id

123 current_interval

123 additional_iterations_left

PP questionnaires
Aggid  NOT NULL
Jrs__t?n body NOT NULL

FB questionnairehistory

FP apiuser
ARG api_id NOT NULL

RBC api_key NOT NULL
ABEC api_key_salt NOT NULL

AR5 id NOT NULL

FE queue
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ABc study_id NOT NULL
ABC questionnaire_id NOT NULL
@) date_received NOT NULL
@) date_sent

ABC instance_id

AR id NOT NULL

ABC study_id NOT NULL
ABC encrypted_resp NOT NULL
@ date_sent NOT NULL
@ date_received NOT NULL
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Backend Contxibutor Track
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App Inhaltlicher Code Lokales Setup Best Practices Q&A
Entwicklung Uberblick* Walkthrough & Build* Storegang* Session
|_Dj,23.0421 | |_Dj,20.0421 | |_Di,27.0421 | |_Dj,04.0521 | | Di,040521 | [ Di18.0521 |
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Backend Inhaltlicher Code Lokales Setup Downloader Q&A
Entwicklung Uberblick* Walkthrough & Deployment*  Script* Session
|_Di,13.0421 | | _Do,22.0421 | |_Do,29.0421 | |_Do,06.0521 | | Do,06.0521 | | Mo17.0521 |
Material zum A l
Selbststudium Architektur OpenShift OpensShift Q&A
Uberblick* pt. 1 pt. 2 Session
[Miaz0421 | [Mi210421 | [vi280421 |

l ! ! !

Pre-Event Allgemeines Einflhrung Komponenten und
Kick-Off Versionskontrolle Verschliisselung
| _Do,11.0321 | | _Do,18.0321 | | _Do,250321 | | _Mo,19.0421 |
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Initialer Support
/ Overall FAQ

Do, 20.05.21

Frontend Contributor
Backend Contributor
Platform Contributor
Overall

Generalist
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Node.js

» https://nodejs.org/en/about/

Express

» https://expressijs.com/de/

JavaScript / TypeScript

e https://www.typescriptlang.org/

« https://www.tutorialspoint.com/typescript/typescript_quick guide.htm

» https://blog.logrocket.com/typescript-with-node-js-and-express/

e https://www.w3schools.com/js/DEFAULT.asp
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Q&A

What questions
do you have?
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