
19.04.2021/ © 2021 IBM Corporation 

Components & 
Encryption
COMPASS NUM-APP
19.04.2021



19.04.2021/ © 2021 IBM Corporation 

Objectives

After this session, you should be 

able to:

• differentiate between the different 

components of the NUM-App and 

their functionality

• explain how data protection is 

ensured in the NUM-App
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Agenda

• Component

• Encryption – What? Why? How?

• Encryption in the NUM-App

• Frontend

• Backend

• Downloader

• Q&A
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Components
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NUM-App Components



19.04.2021/ © 2021 IBM Corporation 

NUM-App Frontend

Login Display
FHIR  questionnaire

Encrypt FHIR
questionnaire response

Submit FHIR 
questionnaire response
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NUM-App Backend

Login Provisioning of 
FHIR  questionnaire

Signing of FHIR 
questionnaire response

Storage of FHIR 
questionnaire response
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NUM-App Downloader

Retrieve latest FHIR 
questionnaire responses

Verify signature

Decrypt FHIR 
questionnaire responses

Delete retrieved 
FHIR questionnaire 

responses
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Encryption
What? Why? How?
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Encryption – What?

Icons made by Nhor Phai from www.flaticon.com

What is the recipe for this scrambled egg?
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Encryption – What?

Icons made by Nhor Phai + Icongeek26 from www.flaticon.com
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Encryption – Why?

• Keep privacy of sensitive information
• Preserve integrity of message
• Ensure authentication before accessing data
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No Encryption

Icons made by Freepic & Eucalyp & DinosoftLabs from www.flaticon.com
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Symmetric Encryption

Icons made by Freepic & Eucalyp & DinosoftLabs from www.flaticon.com
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Asymmetric Encryption

Icons made by Freepic & Eucalyp & DinosoftLabs from www.flaticon.com
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Man in the Middle Attack

Icons made by Freepic & Eucalyp & DinosoftLabs from www.flaticon.com
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Digital Signature

Icons made by Freepic & Eucalyp & DinosoftLabs from www.flaticon.com
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Encryption in the 

NUM-App
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Keys - Recipient
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Encryption Frontend

RSA PKCS #7: Cryptographic Message Syntax"
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Encryption Backend

JSON Web Signature (RSA SHA 256)

Header Payload Signature
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Encryption Downloader
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Links
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Links

Encryption - General 

• https://howhttps.works/the-keys/

• https://medium.com/@isuruj/introduction-to-encryption-4b810996a871

JWS

• https://medium.facilelogin.com/jwt-jws-and-jwe-for-not-so-dummies-
b63310d201a3

Encryption Documentation

• https://github.com/NUMde/compass-numapp/tree/main/docs/encryption

https://howhttps.works/the-keys/
https://medium.com/@isuruj/introduction-to-encryption-4b810996a871
https://medium.facilelogin.com/jwt-jws-and-jwe-for-not-so-dummies-b63310d201a3
https://github.com/NUMde/compass-numapp/tree/main/docs/encryption
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Q&A



19.04.2021/ © 2021 IBM Corporation 

Q&A

What questions 
do you have?


